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INTRODUCTION 
THE IT DEPARTMENT OF TODAY

Despite digital transformation taking hold 

throughout the world and technology now 

being core to our modern civilisation, the 

headcount allocated to IT departments in 

businesses has remained relatively constant.  

In fact, research shows there is an average of 

only 4.2 dedicated IT staff per organisation  

(3.7 in North America, 4.4 in EMEA). 

The size of the IT department varies  

depending on the size of an organisation. 

11.9 » for companies < 500 employees

4.8 » for companies with 250-499

>3 » for companies with under 250 

Median: 1 » IT person per 100 employees

Whilst it is 11.9 for large companies with more than 500 

employees, it is only 4.8 within medium-sized companies 

of 250-499 employees and less than three in companies 

with under 250 employees. This roughly equates to an 

average of only one IT staffer per 100 employees they are 

responsible for, which  is significantly smaller than the size 

of equivalent marketing or finance departments in a 

modern organisation.

The IT staffer of today:
• is a member of a small team
• has a wide range of responsibilities
• has to deal with a limited budget
• is time poor
• increasingly has skill levels in the wrong area



  

THE CURRENT CYBER SECURITY LANDSCAPE

These days, it’s not a matter of ‘if’, it’s a matter of 

‘when’ is my business going to suffer a cyber-

attack. There are now 5.4 million SME’s in the UK 

alone and startling research has shown the 

average SME suffers an incredible 230,000 

cyber-attacks each year. This means that there 

are over 1.2 billion separate cyber-attacks 

happening annually within our shores.

In addition to this, the average amount of records 

stolen from each successful breach now amounts 

to a staggering 22,759. The more records, the more 

ransom the bad guys will require to be paid in 

advance of access being granted. The cost to the 

small businesses sector alone is believed to top 

£5.26 billion.

Companies are starting to realise this and are 

putting increased pressure on their IT departments 

to ensure their networks are robust to attacks. 

Driven mainly by the threat of huge fines from the 

likes of the GDPR Regulation, potential brand and 

reputation depreciation and others hanging over 

them. The growth in cybersecurity awareness is now 

well established, but the pool of skilled cybersecurity 

talent is not growing at pace alongside it.

Soon, the GDPR will fine businesses in breach 

of data protection up to €20m or 4% of 

annual turnover, whichever is greater.

WARNING!
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SHIFTING DEMANDS

This year, the average increase in an organisation’s 

IT budget is expected to be just 5% in the UK.  

Yet, demands on the IT department are continuing 

to shift. An IT department is being expected keep 

the network running at an optimal cost. All the 

while reducing the risk of a breach and firefighting 

any incidents as and when they occur. In fact, 

maintaining security and compliance is deemed  

to be the biggest IT challenge for almost  

six out of ten (57%) respondents identified in a 

recent Vanson Bourne survey. 

Organisations expect IT teams to be instant,  

everybody within the organisation expects IT teams  

to be instant cybersecurity experts. Further research 

from Vanson Bourne shows that by 2021 data  

security will be considered one of the top  

three core functions of an IT department. 

Top 3 core functions 
expectations of the 
IT Department at 
present and in 2021

69%

53%
48%
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SCARCITY OF SKILLED SECURITY PROFESSIONALS

Global demand for cybersecurity experts is 

forecast to outstrip supply by a third towards 

the end of the decade according to Frost and 

Sullivan’s latest Global Workforce Survey.

Whether this is a job for the industry to better train IT 

professionals on the changing cybersecurity 

landscape, or schools and colleges to better enthuse 

young people about entering cybersecurity careers is 

open to conjecture. What is clear though, is the next 

generation will be closer to technology than any 

before, and the danger is, if it’s not properly 

channelled, tech talent could be tempted to use their 

skills for criminal intent. 

One of the biggest problems is the cyber threat 

landscape moves at breakneck speed, with a 

constant game of one-upmanship taking place 

between the cyber criminals and the information 

security industry. With cyber criminals leveraging 

increasingly varied and sophisticated threat vectors, 

it makes it difficult for IT teams to keep abreast of 

the latest threats and arm themselves with the skills 

needed to combat them.  

Global demand for cybersecurity 

experts is forecast to outstrip supply 

by a third by the end of the decade
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UNDER PRESSURE

IT Managers today are under more pressure than 

ever before to keep their organisations safe from 

cyber-attacks. However, protecting the perimeter 

from simple brute force attacks is not enough, the 

biggest weakness in most organisations is the staff 

themselves. It is imperative that the beleaguered 

IT manager sets time aside to educate potentially 

lacklustre colleagues on potential cyber risks,  

how to spot them and how not to create points  

of failure that can be exploited.

More than anything, there is the need to continually 

educate users on better password management. Yes, it is 

true that it is difficult to remember multiple passwords 

for the myriad of different applications we need access 

to daily, but using just one preferred password is never 

recommended. Unfortunately, even the so-called 

experts at multi-national blue-chip security organisations 

sometimes forget to do this. An analyst at FireEye owned 

Mandiant was  breached when a password to one of his 

own social media accounts was hacked, which gave them 

access to a number of his business applications too.

Finally there is the need to control (to a certain extent) 

employees use of social networking platforms. Not only 

do they cause a distraction that has a negative effect on 

productivity, but they also open up the company to 

potential risks as highlighted above.



  

  

TODAY’S CYBERSECURITY REALITY 

Cyber criminals and malware authors are continually 
evolving their attacks in an attempt to dodge 
organisational defences. The days of them having too 
much time on their hands has long gone. Now, cyber 
criminals view R&D in the same way a legitimate 
business does. They have release plans, 
troubleshooting teams and change controls just as we 
see in the commercial realm. Because of this, we are 
seeing ransomware become more evasive, social 
engineering techniques are becoming more fine-
tuned, and attackers target different network services 
to sneak their malware into our systems. 

This rapid evolution is causing a problem for legacy cybersecurity solutions 

such as antivirus (AV). WatchGuard’s most recent threat research shows 

that now some 30% of malware is classified as “zero day” and won’t be 

caught by traditional signature-based AV solutions. This means that 

organisations will miss almost a third of malware without an advanced 

threat prevention solution in place.

The sad truth is, legacy tools are unable to keep pace with the changes in 

today’s cyber threat landscape. Security information and event 

management (SIEM) products that provide real-time analysis of security 

alerts generated by network hardware and application are expensive and 

time consuming to set up; intrusion prevention systems are similarly 

expensive and offer limited protection to modern attack vectors; and 

network monitoring systems are rarely able to keep up with the plethora of 

Internet of Things (IoT) connected devices found on a 21st century network.
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Not enough skilled 
people to respond 
fast enough

Too many events  
and false positives 
to review

Prevention, perimeter 
& signature-based 
detection not 
effectively blocking 
threats



  

THIS YEAR’S THREATS

Cyber criminals install malware on your systems to carry 

out tasks such as silently installing a backdoor on your 

computer, to encrypting all your important files and 

holding them ransom. The scourge of ransomware is rife. 

In fact, the U.S. Department of Justice has recognised it 

as the “biggest cyberthreat” of 2017. Businesses are now 

getting inundated with ransomware attempts through 

phishing emails and malicious websites. One of the main 

reasons for this is that it provides an attractive pay day for 

the cyber criminals, with over $1 billion thought to have 

been racked up by fraud artists last year.  

There has also been an increase this year in the weaponisation 

of zero-day threats to aid malware propagation. This happens 

when surreptitious threats attack unpatched vulnerabilities in 

popular software programmes and applications, to exploit and 

expose weaknesses. The benefit for the attackers is that a 

zero-day threat doesn’t rely on normal distribution via email with 

loaded links or infected attachments, which increases the risk of 

infection dramatically.



  

  

RELIANCE ON HUMANS 
IS NO LONGER ENOUGH 

The challenges faced by a traditional IT team are 

huge. Modern attacks are stealthy and almost 

impossible for humans to spot. Because zero-day 

attacks are so sophisticated it means that 

traditional firewalls, IPS and Antivirus solutions 

can’t protect against them. To survive this dynamic 

threat landscape, you need to understand the 

latest attack trends where they come from and  

how they can permeate your network.  

Visibility and reaction time is paramount. Information is critical, 

interpretation is critical, and reaction is critical.

There is certainly an argument here for safety in numbers.  

One of the major advantages of implementing industry leading 

solutions such as WatchGuard Technologies’ Threat Detection 

and Response (TDR), is that you get the benefit of a 

multinational organisation backed by threat intelligence. 

Meaning you can pool together data collected from thousands 

of customers which enables threat processing and analytics to 

identify the anomalous data and raise a flag.

Providing a business with intelligence that is not local but rather 

underpinned by a global allied army and analytics to identify the 

anomalous data and raise a flag.

Providing a business with intelligence that is not local but rather 

underpinned by a global allied army.
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RISE OF THE MACHINES

Ever since Deep Blue beat famous chess 

grandmaster Garry Kasparov in the mid-1990s,  

the concern that computers would take over  

has been a real fear for many. 

Now, the world of cyber warfare is increasingly taking 

place machine on machine, and the aforementioned 

global shortage of skilled cybersecurity professionals 

has meant that there are not enough individuals with 

the ability to keep the attackers at bay.

Therefore we are having to turn to technology to help 

plug the gap in detection and identification. This is logical. 

After all, as the attacks themselves become increasingly 

automated, we need to have an increase in automation in 

the tools we use to defend ourselves,  

if only to keep apace.

Automation is critical; automate the blocking of the tasks 

that can be automated and perform analytics on the tasks 

that can’t, following the “red flag” of anomalous activity.
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A SEA OF DATA

Today, businesses are drowning in a sea of data. 

It’s not just customer and sales data that they 

are having to analyse to remain market-ready. 

To fully protect themselves, businesses need to 

work diligently in order to analyse data 

generated by firewalls, network management 

consoles, intrusion detection systems and  

other appliances.

Humans alone can’t always spot unusual 

activity on a complex network. 

This is where the machines come in, and in particular their 

growing ability to learn. The analytical power of machine 

learning derives from the development of algorithms that 

can take in huge amounts of data and pick out anomalies 

or significant trends. 

Based on the collection of millions of logs over a 

sustained period of time, the truth is that even with an IT 

department of hundreds, it would be impossible for 

human analysts alone to spot what was going on until the 

intended target, such as a bank’s website, went dark.

US military research agency, DARPA, ran a competition 

at Def Con that let seven computers attack each other 

to see which was the best at defending itself. The winner, 

called Mayhem, is now being adapted so that it can 

spot and fix flaws in code that could be exploited by 

malicious hackers.



A NEEDLE IN A HAYSTACK

Security solutions are required to add machine 

learning into their arsenal to combat modern 

cybersecurity threats. By correlating data from  

lots of different sources, they can have the most 

up-to-date view on whether a series of events 

constitutes a threat or not.

Intelligent solutions can even get to know the generic ebbs and 

flows of data within an organisation, so when a cyber-attack 

probes network connections or tries to get at a database,  

that anomalous behaviour raises a red flag.

These “indicators of compromise” can be very difficult for a 

human to pick out on their own as the data volumes are simply 

too high; making it tantamount to picking out a particularly 

nasty needle in a infinitely large haystack. Therefore, IT teams 

need to rely on the automatic correlation of data to pick out 

evidence of serious attacks, ensuring their human counterparts 

can focus only on tasks that deserve their attention.
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A LAYERED SECURITY APPROACH

In today’s climate, as threats continue to evolve 

and become more complex, it is imperative to 

have a layered approach to cyber security. 

There is not one technology that can provide 

complete threat protection on its own. 

Signature-based defences are still critical as a 

first line of defence, eliminating known threats 

at the gateway. However, you still need 

protection against unknown attacks that make 

it past the first layers of security. 

In addition to your technology layer, you need a human 

layer too. As we have seen though, IT departments are 

having to do more with less and there is now a scarcity of 

skilled security professionals to fill the gaps. This is where 

utilising the skills of a MSSP (Managed Security Service 

Provider) is often the most prudent solution for many.

TRADITIONAL
PROTECTION

TRADITIONAL
PROTECTION

TRADITIONAL
PROTECTION



    

WATCHGUARD TDR

WatchGuard Technologies’ cloud-based Threat 

Detection and Response (TDR) gives businesses the 

ability to detect advanced threats on endpoints, 

correlate this with data collected from the network 

and empower them to centrally respond. TDR is 

the only security service on the market that pairs 

detection and response capabilities on the 

endpoint with a comprehensive set of industry-

leading Unified Threat Management (UTM) 

network security services. 

By correlating enterprise-grade network 

security services with data collected from 

each individual device, WatchGuard 

Technologies’ TDR provides actionable 

intelligence that enables comprehensive 

security from the network to the endpoint. 

Integrated Platform:
• Real-time endpoint agents
• Network edge detection
• Third party ecosystem

DETECT

Continuous endpoint recording  
and multiple detection vectors  
finds/confirms the threat

VERIFY

Automation and machine-guided 
response is a force multiplier to 
remove the threat before breach

RESPOND
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KEY TAKEAWAYS

»  A burgeoning cybersecurity skills gap  
is a time bomb waiting to happen

»  More needs to be done to nurture and  
attract young talent within the industry

»  Businesses need technology they can rely  
on to take the strain off IT departments

»  Cyber-attacks are getting increasingly 
aggressive

»  WatchGuard’s TDR rates each potential  
risk and only requires human intervention 
when it deems it necessary

»  Couple WatchGuard TDR with WatchGuard 
Dimension means you can have more insight 
into what is happening on your network 

Having the right solutions in place is imperative, but technology only 

becomes truly effective when combined with external penetration 

testing, regular auditing, a solid patching strategy and strong 

authentication practices.

Sec-1 is a WatchGuard Platinum Partner, and is always involved in 

shaping the security and functionality of platforms for the future, 

ensuring that both WatchGuard and Sec-1’s services continue to meet 

the ever-morphing technical, security and commercial needs of 

modern UK businesses.



Unit 1, Centre 27 Business Park 

Bankwood Way 

Birstall WF17 9TB

T: 01924 284 240 

E: watchguard@sec-1.com 

www.sec-1.com


