
BUSTING THE COMMON  
MSSP MYTHS



Time-sapped IT 
departments

Today, all businesses from large multinational blue chips to small family run 
start-ups have data at their core. However, IT departments are increasingly 
struggling to keep this data safe from ever more aggressive cyber-attacks 
attempting to gain access to it.

The simple truth is that the IT departments of today are time-sapped and under resourced. They 

want to ensure that common IT headaches are mitigated so that personnel within the business can 

focus on running the business. But, with cyber-attacks morphing on an almost daily basis, they no 

longer feel they have the tools or know-how to keep their business protected. 

Because of this, IT departments are having to look outside of the organisation for help. You may 

have come to the same conclusion but are unsure of just how to go about it. For 21st century 

businesses, the advantages of outsourcing are many. This eBook aims to bust the myths and provide 

you with compelling reasons you can use to support your decision and help persuade the board of 

the best plan of action.

Choosing the right MSSP 
for your business will help 
you develop and grow so 
that you can remain agile 
within a rapidly changing 
marketplace.



An MSSPs USP

The most common way of outsourcing your day-to-day management 
responsibilities is to a Managed Security Service Provider (MSSP). An MSSP 
provides outsourced monitoring and management of security devices and systems.

An MSSP is an IT security services provider that manages and assumes responsibility for providing a defined 

set of services to its clients. Once set up, an MSSP will generally invoice a single ongoing flat monthly fee, 

which benefits businesses as it provides them with predictable fixed IT support costs so it is easy to budget for. 

A Managed Security 
Service Provider (MSSP) 
provides outsourced 
monitoring and 
management of security 
devices and systems. 

Sharing the vision

These 3rd party benefits are designed to prevent unexpected interruptions in 

system availability. This increases system uptime, which ultimately increases 

employee productivity and therefore company profitability.

The value to the MSSP is the predictability they bring. By having the bandwidth 

and availability to do so, they can foresee problems or discover them early, thus 

minimising the impact of them and mitigating risk.

 

It’s a case of fixing the problem before anyone realised it was there.

Maintenance

Management

Monitoring



Main benefits of MSSPs

Below is a quick checklist of the main benefits of working 
with an MSSP, although more advantages will likely 
become apparent as soon as you start working with one. 
However, this is the bare minimum and something you 
can easily copy and paste and wave under the nose of the 
key decision makers within your organisation:

  Lower Costs – You gain access to innovative technologies and 

professional expertise for nominal investment that confers competitive 

advantage and reduces operational costs.

  Lower Risk – Eliminating the risk of large capital expenditure to 

accommodate unplanned business changes, such as outages, 

inexperience, or unknown requirements.

  Higher Levels of Support – Professional support and Service Level 

Agreements (SLAs) for availability as well as performance.

  Predictable Costs – Costs always remain at the level specified in the 

contract, so that the IT budget becomes stable and predictable.

  Access to the Latest Technology – Subscribing to managed services 

provides the latest security, up-to-date services, and newest standards.

By this point, you are hopefully of the opinion that  

working with an MSSP would benefit you and your 

business, but how do you identify which one will deliver 

what you need and then affirm this decision with senior

personnel within your business?

  Access to Enhanced Skills Base – MSSPs maintain a staff of specialists. 

Technical solutions are implemented quickly and at reasonable cost, 

without having to continually expand or upskill internal staff.

  Adaptability – Quickly react to changing business conditions and avoid 

high capital and operating expenses by having the MSSP expand or 

reduce services.

  Focus on Core Business – MSSPs are devoted entirely to customer and 

system requirements, so IT staff can concentrate on core business.

  Capital Expenditure Reduction – MSSPs reduce technology 

infrastructure through virtualisation and cloud computing, as well as 

offering forecast for equipment refresh and software licensing.



Identify your needs

It is important to identify the right MSSP for you and your specific 
needs. A good starting point is to assess just what you need in 
terms of IT support, and where the focus should be. From this, 
you can create a longlist of possible partners; refine it into a 
shortlist and set about meeting with them. From spending a little 
time now, it becomes far easier to identify which MSSP will be a 
good, reliable provider to work with long term.

MSSPs come in all shapes and 

sizes. Their services offerings 

will be as numerous as the 

providers themselves. Look at 

how their services could 

improve your IT 

infrastructure. You need to 

understand them and, 

importantly, they need to 

understand your business 

thoroughly to be effective. 

ASSESS I.T. 
SUPPORT 

REQUIREMENTS

LIST POTENTIAL 
PARTNERS

REFINE TO 
SHORTLIST

ARRANGE 
MEETINGS WITH 

SELECTED 
PARTNERS

SELECT MSSP  
TO BEGIN 

LONG-TERM 
PARTNERSHIP 

WITH



Choosing an MSSP

It is critical that you choose 
an MSSP that is a good fit 
for your business

Today, there are a myriad of different MSSPs available to 
businesses, with each offering widely ranging products 
and services. Whilst the good news is, that means there is 
help out there; the bad news is it has become difficult to 
know how to choose the right partner for your business. It 
is critical that you choose one that is a good fit for your 
business, so what should you be looking for?

A good MSSP will be able to provide a strategic solution that improves 

processes, whilst reducing operational expenses. Choosing the right MSSP for 

your business will help you develop and grow so that you can remain agile 

within a rapidly changing marketplace, unfettered by the restrictions of 

internally managed IT provision. 



Because your objective is to remove the headache of managing your  
IT infrastructure, the selection of an MSSP is an important one.  
Here are three key benchmarks to help you make your longlist in quick time:

Does it offer help when you need it?

A vital part of a managed service is that it is 

ready and capable of responding when you 

need it. Whether you operate within normal 

working hours or a 24/7 business, the provision 

of support should not be limited to specific 

times. To be eligible for your longlist, an MSSP 

should be clearly offering to monitor your IT 

infrastructure around the clock, at weekends 

and on national holidays. That way they can 

identify, report and rectify any problems as so as 

they happen, even beforehand if they have the 

appropriate monitoring services.

Can it grow with you?

It is unlikely that your business will be standing 

still. Seek out an MSSP with ambition to grow 

with you. Does the MSSP have the capacity and 

capability to continue to service your needs as 

you grow or are they too small themselves? 

There will undoubtedly be peaks and troughs in 

demand for your business, a good MSSP should 

have the scalability to adjust services based on 

your changing needs.

Can it keep you and your systems safe?

There are two sides of security to consider. That 

of you, your systems and the data that is 

contained within; and the security of the MSSP 

itself. Does the MSSP offer to run a security 

assessment or audit of your systems before 

proposing solutions? Does it offer backup 

systems and specify downtime figures? Does it 

have the appropriate compliancy certificates for 

how it stores data (i.e. is it GDPR compliant)?

1 2 3

At the end of this eBook we have included a check list you can use to select the best MSSP for you.



Spotting the right 
MSSP for you

Now you have a long list, it’s time to delve a little deeper and thin it down into a focused shortlist. We offer a few pointers on how to spot the MSSP that will be right for you.

1.  The right MSSP will ask the right questions 

It will want to know if you require specific resources and services that 

may be unique to your business. It will also want to know all about your 

data and requirements for it in transit, and at rest. The right MSSP will 

be filled with questions, to ensure it aligns its recommendations to your 

overriding business goals.

2.  Does the MSSP offer 24x7 monitoring? 

A true MSSP will have invested in dedicated monitoring systems that can 

identify problems before they negatively impact your network. Choose 

an MSSP that is a leader in the field in remote system monitoring and 

provide alert monitoring for all workstations, servers, network devices, 

firewalls, routers and switches, regardless of location.

3.  Choose an MSSP that offers remote and on-site support 

An MSSP should offer remote and on-site support. While remote 

support helps resolve small issues quickly, there is no replacement for 

face-to-face time with your IT team. You want regularly scheduled 

preventive maintenance for servers and workstations – and you want an 

MSSP that will be flexible enough to be hands-on if necessary. The right 

MSSP will offer 24-hour support, no matter what, 365 days a year.

4.  A good MSSP will offer detailed asset tracking 

Hardware and software reporting metrics should be something offered 

by the MSSP as part of its basic service, to assist with asset tracking and 

compliance reporting.

5.  The right MSSP will demonstrate a great track record 

It’s important to make sure that the MSSP you select has a track record 

of solid client retention. It should also have an IT services pedigree 

underpinned by professional, knowledgeable consultants who 

understand what it takes to keep your business up and running.

6.   The MSSP should understand your industry 

A knowledgeable MSSP will make recommendations for improvements 

beyond your hardware. It should provide insight for improved workflow, 

training, and software systems based upon its experience working with 

other businesses in your industry.



Be a Mythbuster
As an increasing number of solution providers try to get 
into managed services, there are still many myths floating 
through the channel adding to the confusion for 
customers. It’s time to bust those myths: The little myths:

“ Managed services are new” 

Actually, the managed service model has been 

around for over 15 years. You should, therefore, 

avoid providers who don’t have a solid track 

record in providing managed services.

“ Managed services are expensive” 

Compared to the cost of recruiting more IT 

staff, the costs are generally far less. In fact, 

some suggest that managed services can save 

you 30% on your IT spending per annum.

“ By the hour costs less” 

A break-fix model may have periods of little 

or no cost. However, a major outage could 

result in a period of significant downtime. 

This makes budgeting for break-fix hard and 

affects cashflow.

“ Only we can understand our business 

and its idiosyncrasies” 

Most systems have common components and 

a good MSSP should be able to demonstrate 

experience and breadth of similar customer 

environments, across several of its own 

personnel.

“ Someone must be on site at all time” 

With remote tools, response can be instant 

and provided by multiple experienced 

personnel at a time when the person onsite 

may be occupied.

“ Managed service is a model designed 

to sell more hardware”  

While some in the industry have taken this 

approach in the past, the MSSPs of today are 

focused on saving costs for their customer,  

to expand their own reputation.

“ Management can forget about it” 

In business, you can never fall asleep at the 

wheel. Senior management should be well 

informed about all aspects of business IT and 

regularly informed of ongoing operations.

“ Managed services will push out  

my own IT staff”  

Managed service teams work best hand  

and hand with internal IT departments.  

Not replacing them, but providing additional 

expertise, knowledge and support.

 “ I will be hit with extra charges” 

If you are using your MSSP to provide 

proactive ongoing support, there shouldn’t 

ever be any surprise charges.

 



Be a Mythbuster

“ MSSPs are more expensive than other 

support models” 

Because MSSPs package their infrastructure, 

applications, and support services into a 

predictable monthly fee, opex becomes stable 

and you can benefit from the economies of 

scale an MSSP brings. Further, companies 

attempting to do everything in-house may 

incur 25% to 30% higher capex to keep its 

infrastructure an up-to-date.

“ MSSPs are less secure” 

As security threats grow in quantity and 

complexity, your organisation needs expert 

help identifying the most important threats 

and effectively preventing them. MSSPs are 

experts at mitigating that risk. Because they 

have a wide view of the latest threats across 

numerous industries means that they can 

bring their combined expertise in security, 

business continuity and disaster recovery to 

the table. Quite simply, an MSSP that wasn’t 

secure wouldn’t survive. 

“ Only big companies outsource IT” 

Technology can help level the playing field. 

Businesses of all sizes can gain competitive 

advantage and business agility by 

implementing newer technologies to help 

them scale rapidly. MSSPs are constantly 

training their teams on the latest and greatest 

technology advancements, so businesses can 

gain access to highly qualified resources 

without the need to hire and retain skilled staff 

that wouldn’t be needed on a full-time basis.

 

“ You will lose control over your 

IT infrastructure” 

Any MSSP you select should be transparent 

about the underlying physical infrastructure, 

and the security measures that are in place. 

Remember, just because your data resides in the 

cloud, it will still resides somewhere, just make 

sure your MSSP is open enough about where.

“ It’s all or nothing” 

It’s a myth that when you outsource IT, you 

must outsource all of it. The truth is that most 

companies start small with outsourcing just 

one activity, so that they can concentrate 

themselves more fully on a specific project 

themselves. It is a case of sharing the burden 

so that all activities go as smoothly as possible.

“ Compliance is more difficult” 

Whilst most industries have strict regulations 

about the way data is stored and used, they 

often evolve over time. Because MSSPs likely 

provide services to numerous businesses within 

your industry, they become experts in these 

changing regulations. This means they can 

provide systems that ensure compliancy and can 

implement them quicker than an in-house team.

“ Service levels will be lower than in-house” 

Because MSSPs proactively manage your 

applications and infrastructure, they can 

identify potential points of failure and take 

immediate steps to fix them. This proactivity 

pays off in the long run because it will save 

you from costly downtime.

“ MSSPs cannot support our  

specialised applications” 

Many organisations have applications that 

may need specialised support. However, that 

highly specialised and expensive talent may 

not be needed full time. An MSSP can provide 

these resources, meaning companies can take 

advantage of the economies of scale provided 

and only pay for the services being used on 

an as needed basis.

The really big myths:

Conclusion
Choosing the right MSSP is not a simple 

decision, but nor should it be, as it is one 

of the most important decisions you will 

ever make as an IT professional. Making 

the right choice requires a detailed, 

thorough analysis and shouldn’t be 

rushed. This should include questions 

that address all facets of a potential 

partner, from financial strength to 

technical expertise, product portfolio to 

support processes. Be sure to look for 

companies that can provide you with 

evidence of a solid track record, including 

detailed references from customers that 

have needs similar to yours.



Check list
Making the right choice requires a 
detailed, thorough analysis and 
shouldn’t be rushed.

Requirement MSSP 1 MSSP 2 MSSP 3

Did the MSSP ask in-depth questions about your IT needs?

Did the MSSP ask questions about your wider business?

Can the MSSP provide a security demonstration and documentation?

Is the MSSP financially secure, does it have full audited accounts?

Did the MSSP demonstrate its remote monitoring capability 
and fault reporting process?

Does the MSSP provide an asset tracking facility?

Will the MSSP provide client references with whom you can speak  
about their services?

Does the MSSP offer 24/7 support on and off site?

Is there a definite and detailed Service Level Agreement (SLA)?

Can the MSSP demonstrate a track record in delivering managed services?

How long has the MSSP been delivering its managed services?

Does the MSSP know and understand your industry?
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